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Top cybersecurity journalist Kim Zetter tells the story behind the virus that sabotaged Iran’s nuclear efforts
and shows how its existence has ushered in a new age of warfare—one in which a digital attack can have the
same destructive capability as a megaton bomb.
 
In January 2010, inspectors with the International Atomic Energy Agency noticed that centrifuges at an
Iranian uranium enrichment plant were failing at an unprecedented rate. The cause was a complete
mystery—apparently as much to the technicians replacing the centrifuges as to the inspectors observing
them.
 
Then, five months later, a seemingly unrelated event occurred: A computer security firm in Belarus was
called in to troubleshoot some computers in Iran that were crashing and rebooting repeatedly.
 
 At first, the firm’s programmers believed the malicious code on the machines was a simple, routine piece of
malware. But as they and other experts around the world investigated, they discovered a mysterious virus of
unparalleled complexity.
 
They had, they soon learned, stumbled upon the world’s first digital weapon. For Stuxnet, as it came to be
known, was unlike any other virus or worm built before: Rather than simply hijacking targeted computers or
stealing information from them, it escaped the digital realm to wreak actual, physical destruction on a
nuclear facility. 
 
In these pages, Wired journalist Kim Zetter draws on her extensive sources and expertise to tell the story
behind Stuxnet’s planning, execution, and discovery, covering its genesis in the corridors of Bush’s White
House and its unleashing on systems in Iran—and telling the spectacular, unlikely tale of the security geeks
who managed to unravel a sabotage campaign years in the making.
 
But Countdown to Zero Day ranges far beyond Stuxnet itself. Here, Zetter shows us how digital warfare
developed in the US. She takes us inside today’s flourishing zero-day “grey markets,” in which intelligence
agencies and militaries pay huge sums for the malicious code they need to carry out infiltrations and attacks.
She reveals just how vulnerable many of our own critical systems are to Stuxnet-like strikes, from nation-
state adversaries and anonymous hackers alike—and shows us just what might happen should our
infrastructure be targeted by such an attack.
 
Propelled by Zetter’s unique knowledge and access, and filled with eye-opening explanations of the
technologies involved, Countdown to Zero Day is a comprehensive and prescient portrait of a world at the
edge of a new kind of war.
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From reader reviews:

Gonzalo Barnes:

Hey guys, do you really wants to finds a new book to learn? May be the book with the concept Countdown
to Zero Day: Stuxnet and the Launch of the World's First Digital Weapon suitable to you? The actual book
was written by renowned writer in this era. Often the book untitled Countdown to Zero Day: Stuxnet and the
Launch of the World's First Digital Weaponis the one of several books which everyone read now. This kind
of book was inspired a lot of people in the world. When you read this e-book you will enter the new
dimension that you ever know before. The author explained their plan in the simple way, therefore all of
people can easily to be aware of the core of this reserve. This book will give you a large amount of
information about this world now. To help you see the represented of the world in this particular book.

Christopher Burnham:

Reading a publication can be one of a lot of action that everyone in the world really likes. Do you like
reading book consequently. There are a lot of reasons why people love it. First reading a reserve will give
you a lot of new info. When you read a book you will get new information because book is one of several
ways to share the information as well as their idea. Second, studying a book will make anyone more
imaginative. When you reading through a book especially fictional works book the author will bring that you
imagine the story how the people do it anything. Third, you could share your knowledge to some others.
When you read this Countdown to Zero Day: Stuxnet and the Launch of the World's First Digital Weapon,
you can tells your family, friends as well as soon about yours e-book. Your knowledge can inspire the others,
make them reading a e-book.

Blake Westerman:

Reading a book to be new life style in this season; every people loves to read a book. When you read a book
you can get a lots of benefit. When you read books, you can improve your knowledge, mainly because book
has a lot of information into it. The information that you will get depend on what sorts of book that you have
read. If you want to get information about your review, you can read education books, but if you want to
entertain yourself you can read a fiction books, this kind of us novel, comics, along with soon. The
Countdown to Zero Day: Stuxnet and the Launch of the World's First Digital Weapon will give you a new
experience in reading a book.

Brett Nash:

In this era globalization it is important to someone to receive information. The information will make anyone
to understand the condition of the world. The healthiness of the world makes the information quicker to
share. You can find a lot of referrals to get information example: internet, magazine, book, and soon. You
can observe that now, a lot of publisher that will print many kinds of book. The particular book that
recommended for your requirements is Countdown to Zero Day: Stuxnet and the Launch of the World's First



Digital Weapon this book consist a lot of the information on the condition of this world now. This kind of
book was represented how can the world has grown up. The language styles that writer value to explain it is
easy to understand. Typically the writer made some exploration when he makes this book. That's why this
book acceptable all of you.
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